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Why to encrypt

You have something to hide

If your drive or computer is stolen, you want to protect :
> Passwords, private keys
Sensitive, personal data

Evidence

Y VYV

Root-me solutions
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How to encrypt

What properties are needed?

> Confidentiality
> Fast random access

> Small space waste
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How to encrypt

What properties are needed?

> Confidentiality

> Fast random access
= use small blocks! (physical sectors : 4kb)

> Small space waste
— do not store additional metadata for sectors

Disk
Sectors | 4kb ‘ 4kb ‘ ‘ 4kb ‘ 4kb
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How to encrypt
What about ECB?

Disk
Sectors | 4kb \ 4kb \ \ 4kb \ 4kb
Plaintext Plaintext Plaintext
[ENEEEEENEEEEE] [ENEEENENENEEE] [ENEEENENEEEEE]

Key block cipher Key block cipher Key block cigher
encryption encryption encryption

[ENEEEENEEEEEE] [ENEEEENENNEEE] [ENEEEENEEEEEE]
Ciphertext Ciphertext Ciphertext

Electronic Codebook (ECB) mode encryption
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How to encrypt

We need Initialization Vectors!

Disk
Sectors 4kb 4kb 4kb
Blocks | 128b [ --- [ 128b
1Vs IV(O) IV(1) IV(N — 1)
Plaintext Plaintext Plaintext
[ENNENNENNEENE| [NNNNEENEENENE] (ENEENNEENEENE]
Initialization Vector (IV) % %
OO —— —
o[ | o[ )| B
— — l
[ENNENERNNNENE| [ENNENENENNENE] OIIITITIT111

Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption
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How to encrypt

We need Initialization Vectors!

Disk
Sectors 4kb 4kb 4kb
Blocks | 128b [ --- [ 128b | ---
IVs V(0) V(1) V(N —1)

ESSIV (Encrypted Sector Salt IV) : IV(n) = E(H(K), n)

Plaintext

Initialization Vector (1V)

i —@

Key block cpher Key
encryption

I N NN NN NN NN NN EEE|

Ciphertext

Plaintext

——

Plaintext

——

block cipher
encryption

Ciphertext

block cipher
encryption

Ciphertext

Cipher Block Chaining (CBC) mode encryption
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How to encrypt

Key management

’ Encrypted random key

"StrOngP4ssphr4s3" J

\

\Hash

Passphrase Hash Key

Multiple key slots
Key derivation algorithm (Argon2)

You can change your passphrase without changing the key
(changing the key means re-encrypting all the filesystem)
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Attacks
Malleability

CBC does not ensure integrity nor authenticity!

If you know a block’s plaintext, you can control subsequent blocks.

Plaintext

Initialization Vector (IV)

i —s@

K block cipher
ey —> .
encryption

Plaintext

%
Ke block cipher
Y encryption

l—

[ N N N N NN N NN NN NN NN

Ciphertext

Plaintext

——

l—

Ciphertext

block cipher
encryption

Ciphertext

Cipher Block Chaining (CBC) mode encryption
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Attacks

Back to the Past

An attacker can restore a previous state of an entire sector.
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Attacks
The Evil Maid Attack

Oops, the maid installed a keylogger!
> Rootkit
> Hardware keylogger

> Firmware replacement
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Attacks

Force

The encryption metadata are in clear!
Hence an attacker knows you are using encryption.

> |t can be illegal to refuse to disclose a password.

> An attacker can torture you to obtain the password.
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Kill switch

They are coming to take your drives!

YV VY VYY

Remove the key stored on the drive
Remove it from the RAM

What about the drive’s cache?
What about key backups?

You may be accused of evidence destruction.
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Kill switch

They already took your drives!

If the wrong passphrase is entered, the key is removed.
> They can make a cold backup.
> They can detect the trap.

> They can use their own decryption software.
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Plausible denialability

Pretend there is nothing

Yes, my hard disk is empty, and so what?

Where do you store the key and metadata?
No metadata means weaker security.

They may not believe you.

YV VY

What if they notice you write "random” bytes in "empty"
regions?
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Plausible denialability

Pretend there is something else (steganography)

Yes, | have a hard disk full of random pictures, and so what?

Y VY VY

ity
(a) Original (b) Extracted

Poor capacity and performance.
How do you hide the steganography software?
Where do you store the key and metadata?

They may not believe you.
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RAM encryption

CryptKeeper

Experimental : keep most of the RAM encrypted
(mitigates Cold Boot Attacks)

smaller
faster

into two

slower
larger
Typical memory hierarchy with FDE

Cryptkeeper memory hierarchy.

Drawback : up to 9x slower
still research
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Implementations
On Linux

LUKS

Linux Unified Key Setup
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Implementations
On Windows

BitLocker (Microsoft)
——
l"'“-—| £

L,

VeraCrypt (free software)

\C

VeraCrypt
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Sources & Credits

Y Y VVYY

YV VY

Cryptsetup Documentation
Can the NSA break BitLocker? (Schneier on Security)
CryptKeeper, 2009

Are cold boot attacks still feasible: a case study on Raspberry Pi
with stacked memory, 2021

Cold Boot Attacks are Still Hot: Security Analysis of Memory
Scramblers in Modern Processors, 2017

Hard Disk Drive : Hannes Grobe, CC BY-SA 4.0, [link]
Steganography examples : Cyp, CC BY-SA 3.0, [cat] [tree]
Evil Maid : The Handmaid’s Tale (Hulu series)

Font : Linux Libertine

21/21


https://gitlab.com/cryptsetup/cryptsetup/-/wikis/FrequentlyAskedQuestions
https://www.schneier.com/blog/archives/2015/03/can_the_nsa_bre_1.html
https://lasr.cs.ucla.edu/~pedro/docs/ieee-hst-2010.pdf
https://dr.ntu.edu.sg/bitstream/10356/156099/2/_2021_FDTC__Cold_Boot_Attack.pdf
https://dr.ntu.edu.sg/bitstream/10356/156099/2/_2021_FDTC__Cold_Boot_Attack.pdf
https://web.eecs.umich.edu/~taustin/papers/HPCA17-coldboot.pdf
https://web.eecs.umich.edu/~taustin/papers/HPCA17-coldboot.pdf
https://commons.wikimedia.org/wiki/File:Digital-harddisc-400mb-1_hg.jpg
https://commons.wikimedia.org/wiki/File:Steganography_recovered.png
https://commons.wikimedia.org/wiki/File:Steganography_original.png

